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HNugopmanonnasi naMATKA 11 HECOBEPLLIEHHOIETHHUX I10 BOIIPOCaM

KkuOepoe3onacHocTu B cetu «HTEpHED)

KoMnblOTEpHBIE BUPYCHI

KomnpioTepHblif  BHpPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX MPOrpaMM, OTIUYUTEIHHOM
0COOCHHOCTBIO KOTOPOMW SIBIISIETCSI CIIOCOOHOCTh K pa3MHOXKEHHIO (KOMUpoBaHMIO). B momonHeHue K
3TOMY, BUPYCHI MOT'YT MOBPEAUTH HIIM MMOJTHOCTHIO YHHUTOXKUTH BCE (pailiibl U JaHHBIC, TOJAKOHTPOILHBIC
MOJIb30BATENI0, OT UIMEHH KOTOPOTo ObUIa 3amylieHa 3apak€HHasi MporpaMma, a TakKe IMOBPEIUTh I
Ja)Ke YHUYTOXKHUTH ONEPALMOHHYIO CHCTeMy cO BceMmH (aiimamu B 1enoM. B GonbpIIMHCTBE CilydaeB
pacipoCTpaHsIOTCA BUPYCHI Uepe3 HHTEPHET.

MeTo0bl 32A1IIUThI OT BPETOHOCHBIX IPOIrPAMM

1. Hcnons3yil COBpEMEHHBIE OIEPALlMOHHBIE CHCTEMBI, HMMEIOLIUE CEpPbE3HBIM YpPOBEHb
3aIUTBI OT BPEAOHOCHBIX IIPOTrPAMM;

2. IlocrosiHHO ycraHaBiuBail mnartyu (LUMQPOBBIE 3aMIATKH, KOTOpPbIE aBTOMATHYECKH
YCTAQHaBJIMBAIOTCSA C LENbIO JOPAaOOTKU IMPOrpaMMbl) U ApYyrue OOHOBIIEHUS CBOEH OIEepalMOHHON
cucreMbl. CkaunBail MX TOJNBKO C OpHUIMAIBHOTO caiiTa paspadorunka OC. Ecnm cymecTByeT pexum
aBTOMAaTHYECKOI'0 OOHOBJICHMSI, BKIIIOUH €r0;

3. Pabotaif Ha cBoeM KOMIbIOTEpE 10/ IIPaBaMH I0JIb30BaTeNs, a HE aJJMMHUCTpATOpa. ITO
HE IMO3BOJIUT OOJBUIMHCTBY BPEAOHOCHBIX MPOrpaMM HHCTAJUIMPOBATHCSI HAa TBOEM I1E€PCOHAJIBLHOM
KOMIIBIOTEPE;

4. Hcnonb3yll aHTHBHPYCHBIE IPOIPAMMHBIE IPOLYKTHI HM3BECTHBIX IPOU3BOIUTENEH, C
aBTOMaTHYECKMM OOHOBIIEHHEM 0a3;

S. Orpannyb GpU3HUECKUI JOCTYI K KOMITBIOTEPY JUIsl IOCTOPOHHUX JIHII;

6. Hcnonp3yit BHELIHME HOCUTENW WH(OpPMALUM, Takue Kak (QUiellka, TUCK Win Qaii u3
HHuTepHeTa, TONBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He otkpeiBaii koMIbIOTepHBIE (hailiibl, MOTYYEHHbIE U3 HEHAAEKHBIX MCTOYHUKOB. Jlaxe

Te (aiiibl, KOTOpbIE MPUCIAT TBOW 3HAKOMBIN. JIyuIie yToUHM y HEro, OTHPaBIIsI U OH TeOe uX.

Ceru WI-FI

C nomomrpto WI-Fi MOXXHO MOJTy4uTh OECIUIATHBIM WHTEPHET-IOCTYI B OOIIECTBEHHBIX MECTax:
Kade, oTeNsAX, TOProBhIX LEHTPax U a’pomnopTax. Tak e sBisieTcs OTIMYHON BO3MOKHOCTBIO BBIXOJIa B
WutepHer. Ho MHOrHE 3KCIepTHl CUUTAIOT, 4TO oOuIeiocTynHble WiFi ceTu He SBISIOTCS O€3011acHBIMH.

CoBeTbl 10 0€30ACHOCTH PA00THI B 001IeOCTYNHBIX ceTsix Wi-fi

1. He nepenasaii cBoro nuuHyro nHbopmanuto yepes obienoctymnusie Wi-Fi cetn. PaboTast B
HUX, )KEJIaTeIbHO He BBOJIUTH MMApOJIH AOCTYIIA, JIOTHHBI U KaKue-TO HOMepa;

2. Hcnonb3yit 1 OOHOBISHM aHTUBUPYCHBIE MporpaMMmbl M OpaHaMaysp. Tem camMbIM T
obe3omnacuilb celsi OT 3aKaYKH BUpPYyCa Ha TBOE YCTPOMCTBO;

3. [Ipu wucnonszoBanun Wi-Fi ortkmoun ¢ynkuuo «OOmuit goctyn k  ¢ailnam u
npuHTepam». JlanHas GyHKIHS 3aKphITa [0 YMOJTYAaHUIO, OJJTHAKO HEKOTOPHIE MOJIb30BaTENIN AKTUBUPYIOT

e€ /Ui y1o0CTBa NCIIOIB30BAHUS B paboTe UK yuebe;
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4, He ncnonw3yit myonuunsiii WI-F1 my1s mepenaun mTUYHBIX JaHHBIX, HAIPUMED, JJI BBIXOAA
B COLIMAJILHBIE CETH WM B 3JIEKTPOHHYIO TIOUTY;

5. Ncnone3yit Tonbko 3amuiieasoe coenunenue yepes HTTPS, a ue HTTP, 1.e. npu Habope
BeO-azpeca BBOAM UMEHHO «https://»;

6. B MobOwmibHOM Tenedone otkmoun GyHkiuto «llonkmodyenne k Wi-Fi aBromaTudeckny.

He nomyckait aBToMaTH4eCKOTO TOKIFOYCHHS yCTpoiicTBa kK ceTssM Wi-Fi 6e3 TBoero cormnacus.

CoumnajbHble CeTH

ConuanbHasg ceTb - 3TO CalT, KOTOPBIA IPENOCTABISAET BO3MOMKHOCTH JIOJISM OCYLIECTBIIATH
obmeHue Mexay coboil B mHTepHere. Yale Bcero B HMX Ui KaKIOIO YeJIOBEKa BBIJENAETCS CBOS
JMYHAs CTPaHWYKa, HA KOTOPOM OH yKa3bIBaeT O cebe pasinyHyr MH(OpMAIMio, HAauWHas OT UMEHH,
bamunuu W 3akaHuuBas JIMYHBIME (oTorpadusmMu. MHOTME MOJB30BATENM HE MOHUMAIOT, YTO
uHpopMalus, pa3MEleHHAas UMHU B COLIMAIBHBIX CETSX, MOXKET ObITh HaillieHa M HCIOJIb30BaHA KeM

YroaHo, B TOM YUCJIC HC 00s13aTeNIbHO ¢ OJaruMHu HaMCpPCHUAMMU.

OCHOBHBIE COBETHI 10 0€30IIACHOCTH B COIHAJILHBIX CETAX:

1. Orpanuub ciucok apy3eil. Y 1e0s B APY3bsAX HE JOHKHO OBITH CIy4alHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3amuniai cBOK YaCTHYIO XKU3Hb. He yka3wiBail mapoiu, TenedoHbl, ajpeca, JaTy TBOETO
POXACHUS W JPYryl0 JHYHY0 HH(pOpManuio. 3MOYMBIIJICHHUKH MOTYT HCIIOJNB30BaTh  JIaKe
MH(OPMALIHIO O TOM, KaK Thl U TBOU POJIUTEINHN TUIAHUPYETE MPOBECTH KAaHUKYJIBI,

3. 3amuinaii CBO pemyTaluio - AepKHU ee B YIUCTOTE U 3a/aBail cebe Bompoc: XxoTes Obl Thl,
9qTOOBI JApYrHe TOJNB30BaTeNM BHJIEIW, 4YTO Thl 3arpyxkaemsb? [logymaid, mpexae UYeM dYTO-TO
OITyOJIMKOBAaTh, HAMMKMCATh U 3aTPy3UTh;

4. Ecnu T roBOpHULIB € JIFOJBMHU, KOTOPBIX HE 3HACIIb, HE MCIOJIb3yH CBOE PEAIBHOE UMS U
APYTYIO JUUHYIO0 HH(POPMALIUU: UMsI, MECTO JKUTEIBCTBA, MECTO Y4eObl U NpoYee;

S. Nzberaii pazmenienus: Gororpaduit B UHTepHere, rae Thl M300pakeH HA MECTHOCTH, TIO
KOTOPOW MOHO OIIPENEIINTh TBOE MECTONOJIOKECHUE;

6. [Ipu perucrpanuu B COLMANBHOM CeTH HEOOXOAMMO MCIIOJB30BaTh CJIOXHBIE IMapOJIH,
cocTosIMe U3 OYKB U IM(P U ¢ KOTUYECTBOM 3HAKOB HE MEHee §;

7. Jlig couuanbHOM CETH, MOYThl M APYTUX CAaWTOB HEOOXOAMMO HCIIOJIB30BAaTh pPa3HbIE
napoiu. Toraa ecnu Te0s B3IOMAarOT, TO 3J0YMBILIUIEHHUKH MOJIy4aT JIOCTYI TOJBKO K OJIHOMY MECTY, a

HE BO BCE CPa3y.

DJEKTPOHHBIE NeHbI'N

ONEeKTPOHHbIE JEHbIM — 3TO OY€Hb YAOOHBIH crmoco0 TUIaTeXe, OJHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JIE€HBIH.
ONEKTPOHHBIE [JI€HbI'M IMOSBUINCH COBCEM HENABHO W MMEHHO H3-3a 3TOT0 BO MHOTHUX

rocyaapcCrBax A0 CHUX IIOp HE INPOIMHMCAHO IIPO HUX B 3aKOHAX.
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B Poccun xe oHM (QYHKIIMOHHMPYIOT U O HHX YXe€ IMPOIHCAHO B 3aKOHE, I/l UX Pa3AeisioT Ha
HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHHWMHBbIE. Pa3HHIIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemraercsi TMPOBOAWTH oOmepauuu 0e3 WACHTHU(PHUKAIMK TI0JHh30BaTENA, a B HE aAHOHUMHBIX
UACHTU(DUKAIINN TTOJIH30BATEIS SABISETCS 0053aTEIbHOM.

Taxxe cneayeT pa3inyaTh dJIEKTPOHHbIE (PUATHBIE IEHBI'H (PaBHBI FOCYIaPCTBEHHBIM BaJIIOTaM) U

ANIEKTPOHHBIC HE(UATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30ACHOI PadoTe ¢ 3JeKTPOHHBLIMH 1€HHbIAMH

1. [IpuBsku K cueTy MOOWIBHBIM TeaedoH. DTO caMblii yIOOHBIH W OBICTPBIA CIIOCOO
BOCCTAaHOBUTH JIOCTYN K cdery. IlpuBsizaHHblil TenedoH momMokeT, ecinu 3a0yaelib CBOM IUIaTeXHBIN
[apoJIb WM 3aiAEIIb HA CAUT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Hcnone3yit omHOopazoBbie mapoiu. llocie mepexona Ha YCHICHHYIO aBTOPHU3ALMIO TeOe
yKe He OyZeT yrpokaTh OMAaCHOCTb KPa)Ku HIIM IiepexBaTa IJIaTeKHOTO MapoJis;

3. Bribepu cnoxusiii napons. [IpectynmHukaMm OyzneT HE MPOCTO yrajaTh CIOXKHBIA Mapoib.
Hanexupie mapoiu — 3TO 1apoJid, KOTOpbIe CoiepkKaT HE MEHEE 8 3HAKOB U BKJIIOUYAIOT B C€0S1 CTPOUYHBIC
U TponucHble OyKBBI, HU(GPBI M HECKOJIBKO CHMBOJIOB, TakWe KakK 3HAK Jojuiapa, (QyHTa,
BOCKJIMLIATENbHBIN 3HaK U T.11. Hanmpumep, StROng!;;

4, He BBOAM CBOM TUYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HC NOBCPACHIb.

DIEKTPOHHAA MOUYTA

ONEKTPOHHAs IIOYTa — 3TO TEXHOJOTUS M INPEAOCTaBISIEMbIE €K YCIYrd IO IEPECBUIKE U
MIOJIyYEHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOpBIE PACHPENENAIOTCS B KOMIBbIOTEpHOWH ceTH. OObIYHO
AJIEKTPOHHBIA IMOYTOBBIN SNIMK BBITJSIAAT CICIYIOIUM 00pa3oM: HMMs_TOJIb30BATEII(@WHUMS_JIOMEHA.
Takxe kpoMe nepefaun MpocToro TEKCTa, UMEETCsl BO3MOXKHOCTh NIEpeaBaTh (ailsibl.

OCHOBHbBIE COBETHI IO 0€30NACHOI padoTe C IJIEKTPOHHON HOYTOM:

1. Hano BbIOpaTh npaBuUiIbHBIN MOUYTOBBIM cepBuc. B MHTepHeTe ecTb OrpoMHBIN BBIOOD
OecIIaTHBIX MTOYTOBBIX CEPBUCOB, OJJTHAKO JIyUIlIe TOBEPATh TEM, KOTO 3HACIllb U KTO MEPBbIl B pEHTHHTE;

2. He ykaspiBail B snyHOW moure jinyHyro uH(opmauuio. Hampumep, nydie BbeIOparh
«My3bIKaJIbHBIN _(hanaT@» unu «pok2013» BMecTo «remal3»;

3. Hcnonbe3yi AByXATalHYO aBTOPU3ALUI0. JDTO KOI1a IOMUMO MapoJjs HYy)KHO BBOAMTH KO,
npucbUIaeMblil mo SMS;

4. Boibepu cnoxHblii maponb. s KakJIoro IMOYTOBOrO SIIMKA JOJKEH OBITh CBOM

HaJIeXKHBIN, YCTOWUMBBIN K B3JIOMY I1apOJIb;

S. Ecan ectb BO3MOMKHOCTH HamucaTb CAMOMY CBOM JIMYHBIM BOIIPOC, HUCIOJIB3YH JTY
BO3MOKHOCTB;
6. Hcnons3yil HECKONBKO NOYTOBBIX SIIMKOB. IlepBbIi JUIsi YacTHOM NEPENUCKH C

azipecaTaMM, KOTOPBIM ThI IOBEPSEIIb. JTO AIEKTPOHHBIN aJpec HE HAJ0 UCIIOJIb30BaTh IPU PETUCTPALIUN
Ha opymax u caiTax;
7. He otkpeiBaii ¢aiinbl U Apyryue BIOKEHUS B MHUCbMax Ja)Ke €ClId OHW MPUIUIA OT TBOUX

npyseit. Jlydie yTouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (Daiiiibr;
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8. [Tocne okoH4aHUs pabOTHI HA MOYTOBOM CEPBHCE Mepel] 3aKPhITHEM BKJIAIKU C CAUTOM HE

3a0yap HaXKaTh Ha «BBIATHY.

Kuoep0y/JUIMHI MM BUPTYAJIbHOE H31€BATEILCTBO

KubepOymiuHr — mpecieoBaHUE COOOIICHUSIMH, COJCPXKAIIUMU OCKOpPOJIEHHUS, arpeccuro,
3aIyTUBaHKE; XyJIUTaHCTBO; COLUATbHOE OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHbIE COBETHI 0 00PL0e ¢ KHOEPOVIJIMHIOM:

1. He 6pocaiics B 60ii. JIydmmii crioco6: mocoBeTOBaThCS Kak ce0st BECTH H, €CJIA HET TOTO, K
KOMY MOXXHO OOpaTHUThCS, TO BHadaje yCHOKOUThCS. Eciu Thl HauHelb OTBEYaTh OCKOPOJCHUSIMU Ha
OCKOpOJIEHUS, TO TOJIBKO €elle O0bIIe pa30kKellb KOH(IMKT;

2. Yrpasiisiii CBOei KubeppemnyTammei;

3. AHOHUMHOCTh B ceTM MHUMas. CyllecTBYyIOT CIOcOObl BBIICHUTh, KTO CTOMT 3a
AHOHUMHBIM aKKayHTOM;

4. He crout Bectu xynuranckuii o0pa3 BUPTYyanbHOM ku3HU. IHTepHET (DUKCUpYyET BCe TBOU
NCHCTBYS M COXPAHICT UX. Y JAIUTh UX OyJIeT KpaitHe 3aTpyTHUTEIIBHO;

S. Benu cebst BexInBo;

6. Urnopupyil enunHuuHblii HeratuB. OJIHOpa30Bble OCKOPOUTENbHBIE COOOIIEHUS JTydlle
UrHopupoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yajlbHOW CTa UM,

7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMU COOOILEHUSMH, B COLMAIBHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKHUPOBKH OTIIPABKU COOOILEHUH C ONPEIEICHHbIX aJJPECOB;

8. Ecnmu 11  cBuuerens kuOepOyuinHra. TBoum — AeHCTBUS:  BBICTYNMTb  IPOTHB
IpeciefoBaresis, Moka3aTb €My, YTO €ro JeHCTBHSA OLICHMBAIOTCS HEraTHMBHO, IOJJIEPKaTh >KEPTBY,
KOTOPOH HYXHA ICUXOJIOTUYECKask MOMOIIb, COOOLIUTH B3POCIBIM O (haKTe arpecCHBHOTO MOBEICHHS B

CCTH.

MoOnabHbIN TeJaedoH

CoBpemeHHbIE cMapT(OHBI U IJIAHIIETHI COAEpXaT B ce0e BIOJHE B3pOCIBbIA (PYHKIMOHAN, U
Tenepb OHW MOTYT KOHKYPHPOBATH CO CTAIIMOHAPHBIMU KOMITbIOTepaMu. OTHAKO, CPEACTB 3alIUTHI JIJIs
MOJIOOHBIX YCTPOWCTB MOKa OYeHb Masio. TecTupoBaHUE U MOUCK ySI3BUMOCTEH B HUX MPOUCXOAUT HE TaK
MHTEeHCUBHO, Kak 11 1K, To e camoe kacaeTrcs U MOOMIIbHBIX MTPUIIOKEHUH.

CoBpemeHHbIE MOOUIIbHBIE Opay3ephl YK€ IMPAaKTHUECKU JIOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacipenre QyHKIIMmOHaIa BIeYeT 32 COO0H OOJBIITYIO CIOKHOCTh M MEHBIIYIO 3aIUIIIEHHOCTD.

Jlaneko He Bce MPOU3BOJUTENM BBITYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOLIME KPUTHYECKUE
YSA3BUMOCTH JUIl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JUIS 0€30MACHOCTH MOOMJILHOI0 TeJedoHa:

1. Byab octopoxeH, Beab koraa Tede npeiaraloT OecIulaTHbIM KOHTEHT, B HEM MOT'YT ObITh
CKPBIThI KaKHe-TO IUIATHBIE YCIIYTH;

2. Hymaii, mpexzae yem oTnpaBuTb SMS, ¢poto unu Buxeo. Tl TOYHO 3HACIIb, Tl OHU OyIyT
B KOHEYHOM HUTOTe?

3. Heo6xoauMo 0OHOBISTE OMIEPAIIMOHHYIO CHCTEMY TBOETO cMapT(OHa;
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4, Hcnons3yit aHTUBUPYCHBIC TIPOTPAMMBI JIJ1s MOOWITBHBIX TeJIe(OHOB;

5. He 3arpyxaii mpuiio)keHHs OT HEW3BECTHOTO HCTOYHMKA, BEAb OHU MOTYT COJEpKaTh
BPEIOHOCHOE MPOrpaMMHOE 00ecTIeYeHue;

6. [Tocne Toro kKak Thl BBHIMIEIIb C caldTa, I7I€ BBOAWI JHUYHYIO WH(POpMAIHIO, 3alid B

HaCTPOMKHU Opay3epa u ynainu cookies;

7. [Tepunoanuecku mpoBepsii KaKKe MIaTHBIC YCIYTH aKTHBHPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOI1 HOMEp MOOWJIBHOTO Tene(oHa TOJIBKO JIIOJAM, KOTOPHIX Thl 3HACIIb U KOMY
JIOBEpSIeIIIb;

9. Bluetooth nomkeH OBITH BBIKIIFOYEH, KOT/Ia THI UM HE Mosb3yembcs. He 3a0biBaii nHOTAQ

MIPOBEPSTH 3TO.

@OUIIMHT UK KPaKa JHYHBIX JAHHbIX

I'maBHas wnenp ¢umumHr - BUaa VHTEpHET-MOIICHHUYECTBA, COCTOMT B  IOJYYCHHUHU
KOH(UACHIIMATIBHBIX AaHHBIX IOJIb30BATENICH — JIOTMHOB M mapoiiei. Ha anrmmiickom si3pike phishing
ynutaeTcs Kak pummHr (ot fishing — peiOHas oI, password — mapouis).

OcHoBHBIE cOBeThI 10 6opble ¢ GUIINHIOM:

1. Crenu 3a cBoUM akkayHTOM. EciM Thl oJ103peBaeliib, 4TO TBOS aHKETa Oblla B3JOMaHa, TO
HE00X0AMMO 3a0JIOKUPOBATh €€ U COOOLIUTh aIMUHUCTPATOPaM pecypca 00 3TOM KaKk MOYKHO CKOpee;

2. Hcnonp3yit Oe3omnacHele BeO-CaiiThbl, B TOM YHUCJIE€, UHTEPHET-Mara3uHOB M IOMCKOBBIX
CHUCTEM,;

3. Hcnonb3yit cinoxHble W pa3Hble mapoiu. TakuMm oOpa3om, eciu Teds B3JIOMAloT, TO
3JI0YMBIIIJICHHUKH NOJYYaT AOCTYI TOJIKO K OJJHOMY TBOEMY IPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecnmu TeOst B31momanu, TO HEOOXOOUMO MPEIYNpPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIC
no0aBlieHbl y T€OSA B JAPY3bsiX, O TOM, 4TO Te€OS B3JIOMaJIM M, BO3MOXKHO, OT TBOEro MMEHH OyaeT

pacColIaThCA CIlaM U CCBUIKU Ha (I)I/II_HI/IHFOBLIG C&I’ITH;

S. YcranoBu HagexHbli mapois (PIN) Ha MoOMIbHBIM TenedoH;
6. OTkIIIOUYM COXpaHEHHE MMapoiis B Opaysepe;
7. He oTkpsiBail ¢aiisiel 1 Apyrue BIOKEHHS B MHChbMaX JakKe €CIU OHU MPHUILIN OT TBOUX

npy3eit. Jlydie yrouyHu y HUX, OTIPABIISUIH JIU OHU TeOe 3TH (haiiibl.



